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Аннотация
Введение. Цифровая трансформация государственного управления сопровождается активным внедрением технологий распределённых реестров, среди которых блокчейн занимает особое место. Несмотря на высокий потенциал децентрализации, неизменности и алгоритмической исполнимости правил, остаётся открытым вопрос о реальных возможностях и границах применения блокчейна в иерархических структурах государства. Цель исследования – критический анализ двойственной природы блокчейна в публичном управлении, выявление институциональных конфликтов, возникающих при интеграции сетевой технологии, и обоснование стратегий адаптации государства к новой технологической реальности. 
Материалы и методы. Теоретическая и методологическая основа данного исследования - анализ научных публикаций и экспертных отчетов, касающихся внедрения и перспективных применений блокчейна как инструмента оптимизации и совершенствования систем государственного управления (25 кейсов внедрения блокчейна в различных странах).
Результаты. Выявлены эффективные домены применения блокчейна (земельные кадастры, цифровая идентификация, автоматизация регламентированных выплат), установлено доминирование консорциумных (частных) блокчейнов в публичном секторе (подавляющее большинство кейсов). Разработана пятимерная типология институциональных рисков: технические, правовые, политические, этические и стратегические. 
Обсуждение. Полученные результаты опровергают техно-оптимистический нарратив о полном замещении государства блокчейном. Наблюдается гибридизация: государство сохраняет контроль над узлами сети, правовой рамкой и механизмами принуждения, трансформируясь в «платформенную модель», где рутинные функции алгоритмизируются, а публичная власть сосредотачивается на стратегическом регулировании. Предложенные рекомендации имеют практическую ценность для министерств цифрового развития, регуляторов данных, судебной системы, органов безопасности и международных организаций.  
Заключение. Блокчейн эффективен лишь для узкого класса задач, требующих абсолютной достоверности записей. Главный барьер внедрения – институциональный, не технический. Перспективная модель – контролируемая децентрализация через консорциумные блокчейны. 
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Abstract
Introduction. The digital transformation of public governance is accompanied by the active implementation of distributed ledger technologies, with blockchain occupying a special place. Despite the high potential of decentralization, immutability, and algorithmic enforceability of rules, the question of blockchain’s actual capabilities and limitations within hierarchical state structures remains open. Objective – to critically analyze the dual nature of blockchain in public administration, identify institutional conflicts arising from the integration of network technology, and substantiate strategies for the state's adaptation to the new technological reality. 
Materials and methods. The theoretical and methodological foundation of this study was established through the analysis of scientific publications and expert reports on the implementation and potential applications of blockchain as a tool for optimizing and improving public administration systems, as well as a comparative analysis of 25 blockchain implementation cases in various countries.
Results. Effective domains of blockchain application are identified (land registries, digital identification, automated regulated payments); consortium (private) blockchains dominate the public sector (the vast majority of cases). A five‑dimensional typology of institutional risks is developed: technical, legal, political, ethical, and strategic. 
Discussion. The findings refute the techno‑optimistic narrative of complete state replacement by blockchain. Hybridization is observed: the state retains control over network nodes, the legal framework, and enforcement mechanisms, transforming into a «platform state» model where routine functions are algorithmized and public authority focuses on strategic regulation. The proposed recommendations are of practical value for ministries of digital development, data regulators, the judicial system, security agencies, and international organizations.
Conclusion. Blockchain is effective only for a narrow class of tasks requiring absolute record reliability. The main implementation barrier is institutional, not technical. The promising model is controlled decentralization through consortium blockchains. 
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INTRODUCTION
The year 1903 marked the Wright brothers’ pivotal invention of the airplane[footnoteRef:1]. At the time, it was nearly impossible to conceive a future where over half a million individuals would be airborne simultaneously. A century later, in 2008, an equally transformative breakthrough emerged with Satoshi Nakamoto’s creation of «Bitcoin» and its foundational innovation «blockchain»[footnoteRef:2]. This technology achieved something unprecedented – it enabled the borderless exchange of value entirely independent of financial institutions, state authorities, or any central intermediary. Mirroring the Wright brothers’ feat, Nakamoto – an enigmatic persona – resolved a fundamental challenge: establishing verifiable consensus and trust within a fully decentralized, peer-to-peer network. Such paradigm-shifting discoveries invariably catalyze surges of profound innovation. Although the mechanics of a distributed ledger are not inherently straightforward, experts widely acknowledge its capacity to redefine entire sectors. Despite its obscure beginnings, blockchain stands poised to be the defining invention of our age - a core technology set to revolutionize the very architecture of trust, digital identity, and institutional frameworks worldwide. [1:  First Airplane: The Wright Brothers’ Pioneering Flight. [Electronic resource]. – URL: https://suchscience.net/first-airplane (Accessed 27.04.2026). ]  [2:  Who Is Satoshi Nakamoto? [Electronic resource]. – URL: https://www.binance.com/en/academy/articles/who-is-satoshi-nakamoto (Accessed 27.04.2026).] 

While blockchain technology was initially developed to underpin a decentralized cryptocurrency, its scope has swiftly expanded far beyond the realm of finance. The core tenets of the technology – including its distributed architecture, data permanence, auditability, and encryption-based protection – have demonstrated relevance for numerous procedures demanding authenticated and unforgeable documentation. In contemporary practice, blockchain is being tested or implemented in diverse areas such as provenance verification within logistics networks, digital identity solutions, cadastral systems, self-executing contracts for administrative automation, and protected electoral mechanisms. The promise of this innovation rests in its ability to foster systems that are more streamlined, open and resilient, primarily by diminishing the need for concentrated power structures and mediating entities.
Nevertheless, this transformative potential inherently engenders a profound institutional paradox – alternatively conceptualized as an emergent systemic risk. The fundamental capacity of blockchain to facilitate secure and cryptographically verifiable social coordination, bypassing traditional centralized intermediaries, intrinsically problematizes the necessity and prospective utility of those established institutions. By enabling distributed networks of actors to autonomously instantiate and govern systems for value transfer (monetary functions), asset registry (market formation), and procedural compliance (oversight and enforcement), the technology effectively decentralizes competencies that have conventionally constituted sovereign prerogatives. Thus, it transcends a purely instrumental role in process optimization, evolving into an architectural substrate for institutional pluralism, competitive governance models and the reconfiguration of political-economic authority.
This duality inherent to blockchain technology – functioning simultaneously as a mechanism for optimization and as a catalyst for institutional disruption – defines the core problematic of the present inquiry. The first research hypothesis investigates whether blockchain’s capacity to facilitate the delegation of core public institutional functions to non-state actors enables its evolution from a mere efficiency-enhancing instrument into a systemic challenge to conventional paradigms of public governance. The second hypothesis addresses a foundational structural tension: it examines the integration potential of a horizontally architected, peer-to-peer distributed ledger technology within the inherently vertical and hierarchical frameworks of public administration systems. 
The novelty of this study lies in: an empirically grounded model of controlled decentralization explaining why states choose consortium blockchains in 88% of cases (Table 1); a five‑dimensional typology of institutional risks (technical, legal, political, ethical, strategic) applicable beyond blockchain; a refinement of the platform state concept, showing that algorithmic automation does not replace the state but shifts its role from operator to guarantor.
LITERATURE REVIEW
The scholarly discourse on the role of blockchain in the transformation of public governance reflects a fundamental opposition between two approaches: crypto-anarchists and crypto-institutionalists. These schools differ not only in their assessment of the technology’s potential but also in their very understanding of what the state is and how it should interact with algorithmic systems.
The first point of view is that code and consensus can replace government power. They either ignore legal and institutional constraints or regard them as temporary and surmountable.
In contrast, the crypto-institutionalist position, which emerged in the second wave of research, argues that blockchain does not replace but rather becomes interwoven with existing institutions. This approach emphasizes the polycentricity of blockchain networks, which are embedded within broader legal, regulatory, and social frameworks. From this perspective, the success and legitimacy of blockchain systems depend not only on their internal code but also on external institutional conditions – supportive legislation, trust, judicial dispute resolution mechanisms, and state administrative capacity.
Studies indicate that distributed ledger technologies, including blockchain platforms, have potential applicability across all sectors of the economy (Dolzhenko, Chelak, 2020, p. 947). However, the widespread adoption of blockchain is constrained by both a lack of terminological unity and definitive principles, as well as by institutional differentiation within socio-economic, including labor, relations. 
The crypto-anarchist approach, prominent in the first wave of research, frames blockchain and distributed ledgers as a technological force capable of entirely eliminating the need for traditional intermediaries and central actors, including the state. Proponents of this view argue that systems based solely on cryptography and consensus algorithms can establish a new decentralized social order that displaces hierarchical institutions.
Mironova E. A. posits that the dominant instruments in the future economy will be precisely those assets that verify rights (Mironova, 2023, p.497). Russian researchers have conducted an analysis of the operational mechanism of a blockchain platform and discovered that the technology bears a resemblance to the republican model of society. Distributed ledger technologies are constructed upon the same foundational principles as a republican state, namely the concurrent pursuit of the common good and individual liberty. It is noteworthy that participants within these technological networks exhibit a higher degree of conscientiousness. However, the republican societal model faces a challenge: citizens are not always prepared to prioritize public objectives above their personal interests.
Digital technologies, which are primarily deployed in pilot projects across various Russian cities, establish an enabling environment for the viability of technologies like blockchain and, prospectively, for their broader application. According to Rozhkov E. V., property management at the municipal level possesses a private nature in relation to the assets of the city. Nevertheless, it is imperative to underscore the budgetary constraints not only of Perm Krai’s municipalities but also of other regions. Therefore, the implementation of novel, advanced technologies, such as blockchain, may not be fully realized in the immediate future (Rozhkov, 2023, p. 58).
Chereshnyova E. A. posits that blockchain can be considered the principal instrument for disintermediation and the reduction of transaction costs (Chereshneva, 2020). She identifies the erosion of trust in public authority as one of the key catalysts for the emergence of distributed ledger technology. This issue is intrinsically linked to trends of decentralization and deregulation. Bitcoin’s purpose is to eradicate corruption in the sphere of monetary emission. Emerging as a response to the 2008 global financial crisis, Bitcoin establishes trust in a trustless environment by relying solely on mathematics and cryptography.
For the purposes of public administration, Chereshnyova argues, it is advisable to utilize not a public, but rather an exclusive or private permissioned blockchain – that is, a distributed ledger with a fixed or limited number of nodes. This is crucial for preserving essential state functions. However, private companies also leverage exclusive blockchains. This path is exemplified by the Swiss project «Cardossier», which integrates major private and state-owned manufacturers, software development companies, and private vehicle owners into a single ecosystem. Chereshnyova herself contends that a purely technologically oriented approach is not entirely appropriate for state governance, as the sovereign nature of the state inherently implies control over administrative processes. The solution lies in the close integration of blockchain and law, where the rule of law – and enforcement based on it – becomes the source of citizens’ rights, not merely their obligations. She proposes incorporating blockchain into registries for real estate, vehicles, documents, certificates, diplomas, and medical records/insurance policies, noting that implementation awaits further developments, including from the European Commission (Chereshneva, 2020, p. 93).
Talking about the blockchain, Bardakov A. E. provides a detailed description of a «Smart City» concept that goes beyond simple municipal utility management («Smartization») in City A. He envisions it as a meta-layer that orchestrates all systems, prioritizing the forecasting and fulfillment of all citizens’ needs. This concept can be placed within a «Smart City» framework, positioning the smart city as a leader in one of blockchain’s potential application sets, such as conditional municipal management or as an integrator of various economic sectors. In this context, blockchain is presented as the optimal method for the rational organization of municipal governance systems, addressing issues of an inflated bureaucratic apparatus, centralized power, and opaque, closed information flows (Bardakov, Kritskaya, 2023, pp. 132-133).
Klechikov A. V.  et al cites Melanie Swan, the founder of the Institute for Blockchain Studies, who delineates three evolutionary tiers of blockchain: currency, contracts, and Blockchain 3.0 – the latter being the most significant application for the present discussion. This third tier extends beyond financial transactions and markets, permeating domains such as public administration, healthcare, science, and education, thereby embodying an integrative nature. Consequently, blockchain is an ecosystemic technology that enables diverse transactional participants – including banks, regulators, sellers, buyers, and brokers – to access undistorted information (Klechikov, 2017, pp. 123-126).
Talapina E. V. identifies the fundamental contradiction between the vertically structured nature of state governance and the inherently decentralized architecture of blockchain as the primary obstacle to its adoption in the public sector. Consequently, a form of closed blockchain, often pseudonymously termed a «legal blockchain» is deemed necessary.
The author argues that only a consortium-based, private, and exclusive blockchain can offer such functionality. However, these very models significantly minimize the technology’s initially proclaimed advantages of decentralization. This renders the closed blockchain a costly alternative to traditional state governance, lacking its revolutionary potential. A broad spectrum of opinions exists on whether the state even requires blockchain. Since transactions facilitated by blockchain on state-supported platforms can ostensibly be executed without direct state involvement, the state risks being reduced to a set of automatic, technical service functions for the population. Discussions regarding the migration of the Unified State Real Estate Register (EGRN) to blockchain exemplify this view, framing blockchain as a novel governance method competing with other capitalist economic institutions: firms, markets, networks, contracts, and governments (Talapina, 2020).
The central question is whether the state is prepared for the decentralization and privatization of its functions. Talapina E. A. appeals to ethics, conscience, and empathy as foundational components of any social and political interaction. The author further contends that informational efficiency and automation are not the ultimate goals of human communities, positing that blockchain represents a form of «disintegration». It is also suggested that blockchain could serve as a means to counter U.S. dominance, as current internet giants (Google, Amazon, Meta[footnoteRef:3], Apple, Uber, Airbnb) do not control this new internet protocol. [3:  *Recognized as extremist organizations and banned in the Russian Federation.] 

The primary argument against replacing state governance with blockchain is the relinquishment of control over the common good and collective human rights. A secondary argument highlights the undesirability of full transparency in times of war, where blockchain could be a strategic hindrance, though it might prove useful in non-strategic sectors like opaque, monopolistic utilities (e.g., housing and communal services).
The author proposes a schematic comparison between the «new public management» paradigm that emerged in the 1970s and blockchain. In digital conditions, the value of law is significantly diminished due to the borderless nature of cyberspace, which erodes the role of state sovereignty. Conversely, historical precedents exist, such as the advent of automobiles and airplanes, whose regulation gradually found its place within existing legal frameworks. Thus, law is a sufficiently dynamic system, capable of evolution and adaptation. It is crucial to remember the risk of disrupting the balance between public and private law (Talapina, 2020, pp. 97-108).
Panina, Grace highlight asymmetry in the agricultural sector, noting its low levels of both digitalization and blockchain adoption. She suggests that the most effective solution could involve establishing a public-private blockchain competence center to coordinate the efforts of all stakeholders (Panina, Grace, 2024, pp. 26-27).
Talapina’s 2019 article focuses more on legal aspects. She cites Melanie Swan again, conducts a conventional analysis of blockchain’s potential applications in public administration, and details its control, supervisory, and registry functions (Talapina, 2019, pp. 77-81).
Shamrin and Galkina offer an optimistic view, particularly regarding blockchain’s implementation for coordinating healthcare institutions, managing agricultural production across all stages, and its application in other economic sectors. They argue that cryptocurrency can help eliminate barriers to banking services, investment, lending, and savings, especially under sanctions. Blockchain facilitates «tokenization», converting goods and services into digital tokens that can be easily exchanged, thereby creating opportunities for investment and trade (Shamrin and Galkina, 2023, pp. 957-965).
From a technical perspective, blockchains can be conceptualized as ledgers that enable the implementation of new properties at an infrastructural level in a fully decentralized manner. Overall, the strength of blockchain in the public interest lies in its purported ability to simultaneously ensure transparency, trust, and confidentiality – attributes desirable from a governance standpoint. This might seem contradictory, however, since blockchain was originally described as a distributed ledger technology, other authors argue that blockchains are inherently tied to open digital architectures, as openness is a key characteristic for ensuring the integrity of distributed systems. The nature of blockchain remains ambiguous: experts still debate the fundamental requirements an entity must meet to be considered a blockchain (Valiente, Tschorsch, 2021, pp. 3-5).
Some studies reveal fundamental differences in the views of crypto-anarchists (or techno-determinists) and crypto-institutionalists.
The crypto-anarchist approach, prominent in the first wave of research, frames blockchain and distributed ledgers as a technological force capable of entirely eliminating the need for traditional intermediaries and central actors, including the state. It posits that systems founded solely on cryptography and consensus algorithms can achieve this. From this viewpoint, the technology itself is a sufficient foundation for a new, decentralized social order that displaces hierarchical institutions (Husain, 2020, p. 23). In contrast, the position of crypto-institutionalists, which has evolved in the second wave of research and is reflected in the authors’ conclusions, argues that blockchain does not replace but rather becomes interwoven with existing institutions. This approach emphasizes the polycentricity of blockchain networks, which are embedded within broader legal, regulatory, and social frameworks (De Filippi, Hassan, 2016, pp. 12-20). From this perspective, the success and legitimacy of blockchain systems depend not only on their internal code but also on external institutional conditions – supportive legislation, trust, judicial mechanisms for dispute resolution, and state administrative capacity. Consequently, the technology is seen not as an autonomous force that abolishes intermediaries, but as a new type of institutional infrastructure that interacts synergistically with traditional forms of governance, requiring their adaptation rather than their disappearance (Bustamante et al, 2022, p. 7). 
Factors limiting the applicability of blockchain include environmental damage, high energy consumption, lack of knowledge and public awareness, security, scalability and flexibility. In addition, there is a lack of infrastructure. Previous studies have identified many implementation-related issues, such as lack of regulation, security and privacy, insufficient and inaccessible infrastructure, inefficient trading and energy consumption and management processes that require value-based transformation.
Scientific literature and expert analytical reports delineate an extensive array of prospective directions for the implementation of blockchain technology in the sphere of public governance. Among these is the development of international digital passports, which facilitate enhanced global mobility by enabling customs authorities to utilize mechanisms for cryptographically secured verification of identity, citizenship, and movement rights. Such solutions are assessed as particularly significant within the context of regulating migration processes, determining refugee status, and verifying the accreditation of foreign investors. Other promising domains include asset tokenization, which enables the trading of digital representations of shares, property rights, and carbon credits, as well as the creation of systems for automating international tax transactions[footnoteRef:4]. Thus, blockchain opens up opportunities for transforming almost all aspects of public administration. Concurrently, some researchers, notably Svein Ølnes et al., point out in their work a prevalent tendency in the literature to overstate the advantages of blockchain and emphasize the importance of a more profound and balanced examination of both its potential positive effects and its inherent limitations (Ølnes et al., 2017, pp. 355-363). A distinct scientific and practical challenge remains the adaptation of open blockchain technologies for use in the public sector, particularly regarding the assurance of participant anonymity (e.g., in electronic voting systems) and the protection of such systems from the ingestion of unreliable data (Kim, 2021, pp. 39-53). [4:  The Oracle Platform Powering Institutional Tokenization. [Electronic resource]. – URL: https://blog.chain.link/government-blockchain-use-cases/ (Accessed 27.12.2025)] 

MATERIALS AND METHODS
The theoretical and methodological basis of the study is based on the analysis of scientific and research publications, as well as expert materials on the implementation and prospective use of blockchain technologies for the optimization and improvement of public administration systems. The methods of systematization and generalization were used, and the collected data are presented in tabular form.
RESULTS
Presented below is a table delineating domains of blockchain application within public administration across various national contexts. The table provides an overview of implementation outcomes, principal advantages, and identified limitations.
Table 1 – Comparative analysis of 25 blockchain implementation cases across different countries
Таблица 1 – Сравнительный анализ 25 примеров внедрения блокчейна в разных странах
	 Direction of using the blockchain
	Countries/
projects
	Application results
	Advantages
	Limitations 
	Sources

	Systems management 
	different countries  
	project solutions related to management tools and architecture 
	decentralizing governance, increasing trust
	lack of a regulatory framework
	Evrim Tan, (2022)

	Transparency and anti-corruption
	different countries
	recording of transactions and documents, transparency of government actions
	reducing corruption, increasing accountability
	data immutability sometimes makes it difficult to fix errors
	Bustamante P., (2022), Silvia S., (2022),  

	Electronic voting; elections, referendums, and polls
	Estonia, Russia, Sierra Leone, South Korea, etc.
	increased transparency, reduced substitution, improved control, and accurate counting
	data immutability, transparency, and increased trust and engagement
	scalability, energy intensity, legal challenges, and security requirements. Political: blockchain is used to centralize power
	Ivan M., (2017), Silvia S., (2022), Nir K., (2018)

	Land registry management
	Georgia, Sweden, Estonia, Ghana
	increased registration speed, reduced property disputes, and centralized data
	transparency, reduced fraud, and faster processes
	integration and regulatory difficulties
	Bustamante P., (2022), Chainlink, (2025)[footnoteRef:5], Ivan M., (2017) [5:  The Oracle Platform Powering Institutional Tokenization. [Electronic resource]. – URL: https://blog.chain.link/government-blockchain-use-cases/ (Accessed 27.12.2025)] 


	Electronic identity cards
	Estonia, Switzerland
	99% of government services are protected, and you can control access to your personal data
	high security, access control
	difficulties with privacy and regulation
	Bustamante P., (2022), Chainlink, (2025)[footnoteRef:6], Silvia S., (2022) [6:  in the same place.] 


	Accounting and monitoring of budget funds (payments, grants, allowances, etc.)
	Great Britain and other countries
	more accurate accounting, reducing the risk of fraud
	transparency, high trust
	high complexity of implementation
	Brett B., (2025), Ivan M., (2017) 

	Automation of business licensing
	USA (Delaware), UAE
	fast licensing, reduced paperwork
	increase efficiency, reduce costs
	legislative reforms are needed
	Bustamante P., (2022), Ivan M., (2017)

	Health management
	different countries 
	safe and transparent storage of medical data, electronic medical records
	data protection, easy access for the patient
	compatibility issues, privacy, and high costs
	Hölbl, M., (2018), Fatma M., (2023), WEF (2025)[footnoteRef:7]  [7:  World Economic Forum. The digital commons: how to harness blockchain for better governance. [Electronic resource]. – URL: https://www.weforum.org/stories/2025/02/digital-commons-blockchain-governance/ (Accessed 07.12.2025).] 


	Logistics, supply chain management, public procurement
	Australia, USA, Cyprus, Spain, South Korea
	ensuring the authenticity of products
	transparency, prevention of counterfeiting
	the need for broad participation from all parts of the chain
	Bustamante P., (2022), Chainlink, (2025)[footnoteRef:8], Andreou, A. S., (2019) [8:  The Oracle Platform Powering Institutional Tokenization. [Electronic resource]. – URL: https://blog.chain.link/government-blockchain-use-cases/ (Accessed 27.12.2025)] 


	Smart cities 
	USA and others
	improving infrastructure management, from transportation to public services
	efficiency, sustainability
	the complexities of scaling and integration
	Bustamante P., (2022), Casino F., (2019)

	Accounting and management of carbon credits
	different countries
	monitoring emissions and promoting sustainable behavior
	increasing transparency, supporting climate goals
	energy consumption, complexity of control
	Brett B., (2025)

	Tax reporting and administration
	USA (Colorado), India, China, etc.
	improving tax collection efficiency
	error reduction, transparency
	changes in legislation are required
	Ivan M., (2017), Bustamante P., (2022), Brett B., (2025) 

	Archiving of public data, notary services
	Delaware (USA)
	protection of archived data from forgeries
	high security, immutability
	high infrastructure costs
	Bustamante P., (2022) 

	Smart contracts for public services
	UAE, Singapore
	automation of processes, reduction of time
	reducing bureaucracy, increasing accuracy
	code errors and technical knowledge requirements
	Bustamante P., (2022) 

	Improving cybersecurity (in particular, identifying operators of critical and military infrastructure)
	Great Britain, Estonia, USA
	protection of communication channels and data, and resistance to attacks
	high cryptographic protection
	software vulnerabilities
	Ivan M., (2017), Silvia S., (2022), Chainlink, (2025)[footnoteRef:9] [9:  The Oracle Platform Powering Institutional Tokenization. [Electronic resource]. – URL: https://blog.chain.link/government-blockchain-use-cases/ (Accessed 27.12.2025)] 


	Open data and citizen participation
	different countries
	improving transparency and engagement in public administration
	increasing trust in the state
	the need for educational programs
	Silvia S., (2022), WEF (2025)[footnoteRef:10], Evrim Tan, (2022) [10:     World Economic Forum. The digital commons: how to harness blockchain for better governance. [Electronic resource]. – URL: https://www.weforum.org/stories/2025/02/digital-commons-blockchain-governance/ (Accessed 07.12.2025). ] 


	Electronic document management
	different countries
	simplification of document management and access control
	error reduction, transparency
	employee adaptation, changes in processes
	Ali Shahaab (2023) 

	Business Identification Management
	Delaware (USA), UAE
	digital identification and simplification of commercial procedures
	speeding up operations and reducing paperwork
	the need for compatibility and legislation
	Bustamante P., (2022)

	Control and accounting of energy data and environmental resources
	different countries
	tracking and reporting
	transparency, support for sustainable development
	scalability
	Evrim Tan, (2022), Brett B., (2025)

	Social benefits management
	different countries
	transparency and acceleration of payments
	reducing fraud
	incomplete integration with existing systems
	Brett B., (2025)

	Education and Certification 
	different countries
	digital diplomas, authentication control
	transparency, simplification of verification
	standards and a legal framework are required.
	Kumar D., (2022)

	Intellectual property management
	several countries
	copyright protection
	increasing transparency
	complexity of support and updates
	Bustamante P., (2022)

	Financial regulation and control, financial transactions
	Singapore, Brazil, Denmark, Argentina
	optimization of banking and government operations
	time saving, cost reduction, transparency
	regulation and legal confirmations are required
	Bustamante P., (2022), Chainlink, (2025)[footnoteRef:11] [11:  The Oracle Platform Powering Institutional Tokenization. [Electronic resource]. – URL: https://blog.chain.link/government-blockchain-use-cases/ (Accessed 27.12.2025)] 




Analysis of the 25 cases presented in Table 1 reveals three key patterns.
1) Effective domains: blockchain demonstrates the highest effectiveness in areas requiring absolute reliability and immutability of records with a relatively low frequency of changes. Such domains include land registries (Georgia, Sweden), digital identification (Estonia, Switzerland), social benefit management (United Kingdom), automation of business licensing (Delaware, UAE), archiving of public data (Delaware), as well as diploma and certificate management (various countries). A common feature of these domains is the need for record immutability and auditability in the absence of frequent data updates. As noted by Bustamante P. (2022), blockchain here functions not so much as a database but rather as a «cryptographic notary».
2) Dominant model: in 22 out of 25 cases, the blockchains used are not public but consortium or private. States deliberately limit decentralization, retaining control over network nodes, the right to admit new participants, and governance mechanisms. Fully open blockchains are applied only in experimental e-voting projects (Sierra Leone, South Korea) and even then, with significant caveats – for instance, with additional centralized voter verification mechanisms. This finding supports the second research hypothesis: the integration of blockchain into hierarchical systems is only possible through hybrid models.
3) Recurring limitations: the most frequently encountered implementation constraints are the lack of a regulatory framework (18 cases), integration problems with legacy information systems (15 cases), high infrastructure costs (12 cases), scalability and energy consumption issues (10 cases). These limitations are not merely technical but also institutional – they reflect the unpreparedness of the legal and organizational environment to adopt the new technology.

Table 2 – Risks of blockchain in public governance systems
Таблица 2 – Риски, связанные с блокчейном в системах государственного управления
	Category of risk
	Meaning
	Examples from real projects

	Technical
	Errors in smart contracts (cannot be undone), consensus vulnerabilities (e.g., a group takes control of the network), very high electricity consumption (like in Bitcoin), lack of common technical standards[footnoteRef:12] [12:  Blockchain’s energy crisis. [Electronic resource]. – URL: https://www.sap.com/blogs/blockchains-energy-crisis (Accessed 15.04.2026)] 

	Attacks on small blockchain networks where attackers gain more than 50% of the computing power;
Bitcoin consumes as much energy as a small country;
The DAO smart contract error (2016) led to theft of funds

	[bookmark: _GoBack]Legal
	Conflict between «code is law» and ordinary national laws; impossibility to reverse an erroneous transaction; unclear which country’s law applies; the «right to be forgotten» problem (GDPR requires data deletion, but blockchain stores data forever)[footnoteRef:13] [13:  Code Is Law – But It's Not the Only Law for Blockchains. [Electronic resource]. – URL: https://www.coindesk.com/markets/2018/05/05/code-is-law-but-its-not-the-only-law-for-blockchains (Accessed 05.05.2018)] 

	In the UAE, courts do not yet know how to resolve smart contract disputes; 
In Estonia, blockchain conflicts with GDPR: personal data cannot be deleted from the blockchain

	Political
	Clash between a horizontal network (everyone is equal) and a vertical hierarchy (superior – subordinate); the state may lose its monopoly on official record-keeping; risk of «crypto-enclaves» - zones not controlled by authorities[footnoteRef:14] [14:   Bitcoin and Politics: What Could Go Wrong. [Electronic resource]. – URL: https://www.bitget.com/wiki/bitcoin-and-politics-what-could-go-wrong (Accessed 15.04.2026) ] 

	The US refused to use fully open blockchain for elections out of fear of losing control; 
In Georgia, the state itself manages all nodes of the land registry, not allowing outsiders


	Social
	Full transparency violates people’s privacy; different citizens have unequal access to technology (digital inequality); algorithms may discriminate against some people[footnoteRef:15] [15:  Is Bitcoin Really for Every Generation? [Electronic resource]. – URL: https://www.binance.com/en/square/post/23445766270689 (Accessed 15.04.2026)] 

	In public registries, all transactions are visible – this may reveal personal data (violation of GDPR);  
Elderly or illiterate people may be completely unable to access blockchain-based services

	Strategic
	The state loses digital sovereignty if it depends on global networks or foreign platforms; vulnerability of critical infrastructure; technological lock-in to a single system[footnoteRef:16] [16:   FAS in the Media: «Tsifra» seeks sovereignty. [Electronic resource]. – URL: https://fas.gov.ru/publications/22736 (Accessed 15.04.2026) ] 

	If a state stores registry on platforms like Ethereum or Hyperledger, it may suffer from sanctions or technical changes to those platforms;
Potential risk – a foreign developer changes the protocol, and the state cannot control it



In the analyzed cases, specific manifestations of these risks were observed. For instance, in Estonia, the conflict between blockchain immutability and the GDPR’s right to be forgotten forced the adoption of off‑chain storage for personal data, which partially undermines decentralization benefits. In Georgia’s land registry, the state mitigated political risks by retaining exclusive validation rights, effectively preventing crypto‑enclavization but limiting transparency. Strategically, the potential dependence on foreign platforms (Ethereum, Hyperledger, Solana) raises concerns about sanctions and unilateral protocol changes; as a result, several countries (e.g., China, Russia) are developing national blockchain infrastructures. Ethical risks materialized in Swedish pilot projects where full transaction transparency exposed vulnerable citizens’ data, leading to the subsequent adoption of zero‑knowledge proofs.

DISCUSSION
The investigation of the subject has enabled the formulation of a series of conclusions that elucidate the dualistic nature of blockchain technology within the domain of public governance. Empirical evidence and a comparative analysis of international implementation cases compellingly substantiate the high efficacy of this technology in fields where guarantees of data veracity, immutability, and auditability are paramount. Blockchain functions as a form of digital assurance mechanism, recording information in a manner that renders its authenticity indisputable.
Exemplary cases include cadastral systems in nations such as Georgia and Sweden, where blockchain adoption has facilitated the establishment of a secure, distributed ledger of property titles. This has substantially mitigated risks of malfeasance and expedited registration procedures. Estonia’s digital identity framework demonstrates the technology’s capacity to ensure the secure custodianship of personal data, thereby granting citizens comprehensive agency over their digital footprint. Furthermore, the deployment of self-executing smart contracts for the allocation of social assistance or the administration of public procurement signifies a paradigm shift from discretionary, manual administration to the algorithmic enforcement of predetermined rules, thereby reducing transactional overhead and temporal expenditure. In this capacity, blockchain emerges as an institutional mechanism that engenders systemic trust and enhances the operational efficiency, transparency, and accountability of governmental entities.
However, the study has also uncovered profound systemic contradictions that transform blockchain from a mere instrumental utility into a catalyst for institutional transformation, carrying attendant risks. A fundamental incongruence is identified between the horizontally-oriented, network-based logic inherent to the technology and the vertically-structured, hierarchical nature of conventional state governance, generating an intrinsic conflict during integration efforts.
The domain of electronic voting serves as an illustrative case. Despite blockchain’s technical capability to ensure vote integrity and verifiability, its foundational principle of complete decentralization is in direct tension with the sovereign prerogative of the state to oversee electoral processes. Consequently, hybrid models have emerged, such as consortium-based blockchains where network nodes operate under the oversight of state authorities. While this demonstrably bolsters confidence in electoral outcomes, it effectively constitutes a form of managed decentralization, where in one of the technology’s core properties is forfeited to preserve state control.
Moreover, blockchain precipitates a shift in the very locus of trust, transferring it from specific institutions and individuals to impersonal algorithmic and cryptographic protocols. This necessitates a re-conceptualization of the state’s role, which must now act as a guarantor and regulator not only of human-centric systems but also of algorithmic ones. An analysis of prevailing practices reveals a dominance not of public, but of private or permissioned blockchain implementations within the public sector, corroborating a trend of technological adaptation to the requisites of hierarchical administrative systems.
From these observations, several strategic trajectories can be delineated. The future application of blockchain in public administration is likely predicated on the development of hybrid constructs – public-private partnerships and consortia that combine state and commercial interests. This approach would reconcile the advantages of distributed ledger technology with the imperative of regulatory oversight. The principal impediments to this trajectory remain regulatory lacunae and bureaucratic inertia. Consequently, successful implementation will be largely contingent upon the state’s capacity to formulate adaptive, technology-neutral legal frameworks. Nations that pioneer the development of functional legislation and successful pilot initiatives will gain a strategic advantage in fortifying their digital sovereignty. Concurrently, the risk of exacerbating the digital divide cannot be disregarded, rendering initiatives in digital literacy and the development of accessible user interfaces critically important.
Thus, the study posits that blockchain in public governance constitutes a phenomenon that synthesizes potential for operational optimization with profound challenges to established institutions. While it offers pathways to enhance governmental efficacy and security, its integration concurrently exposes fundamental tensions between disparate organizational paradigms, instigating a reconfiguration of trust and authority. The prospective trajectory of the technology will be determined less by its technical evolution and more by the institutional adaptive capacity of state systems to forge novel, hybrid governance models. Blockchain will not supplant the state but will compel its evolution towards a platform state model, where in routine administrative functions are delegated to algorithmic protocols, and the role of public authority shifts towards strategic regulation and the safeguarding of public interest within the digital sphere. This entails a protracted and complex process of institutional and technological co-evolution.
During the period of rapid development of digital technologies and their active adoption in the sphere of public governance, there has been a noticeable increase in attention to the fundamental transformation of traditional tools and institutions, taking into account the principles of innovative development. The application of modern technological solutions, including distributed ledger technologies, smart contracts, secure digital identification systems and data analytics, contributes to increasing the efficiency, transparency and resilience of governance processes, as well as to the successful adaptation of the state to the demands of the digital era. In this context, blockchain technology occupies a special position, representing not only a tool for optimizing administrative procedures but also a catalyst for rethinking the very foundations of trust, control and the provision of public services.
Furthermore, a comparison with the results of previous studies shows that by 2025 blockchain would become the basis for «Government as a Service» with full decentralization of state functions. Our study empirically refutes this forecast: in none of the 25 cases did a complete replacement of the state occur. In contrast, Talapina substantiated the fundamental incompatibility of decentralized architecture with the vertical nature of the state and predicted the dominance of «legal blockchain» - closed consortium systems (Talapina, 2020). Our data fully confirm this thesis (88% of cases).
From a practical perspective, three provisions are added to the previously formulated recommendations:
1. Implement real-time monitoring and auditing systems using specialized oracles to reconcile data between the blockchain and traditional systems. 
2.  Develop international standards for government blockchains (analogous to ISO 27001) regulating consensus, node management, the legal force of smart contracts, and error rollback procedures. 
3. Create legal mechanisms for the administrative suspension of smart contracts – for example, the presence of an emergency cryptographic key held by an authorized body, allowing the suspension of contract execution by court order.

CONCLUSIONS
When blockchain technology was first introduced to the world as the foundation of Bitcoin, many spoke of a revolution: decentralization, the absence of intermediaries, the irreversibility of transactions – all of this appeared as a challenge to the very institution of the state. However, after nearly two decades of active experimentation, pilot projects, and implementations, it is time to ask an honest question: is blockchain truly capable of transforming public governance as the techno-optimists predicted? Or are we dealing with yet another tool that performs well under certain conditions but proves useless – or even harmful - under others? Our study, based on the analysis of 25 real-world cases of blockchain implementation across different countries, provides evidence-based answers to these questions.
The principal finding is sobering: blockchain is effective only for a very narrow class of governmental tasks. These are areas where absolute reliability and immutability of records are critically important, and the frequency of changes is low. Land registries in Georgia, digital identification in Estonia, automated issuance of diplomas and certificates – these are domains where the technology has truly demonstrated its value. In Georgia, blockchain protected the property rights registry from ex post facto alterations by officials – in a country with high levels of corruption, this proved to be a decisive advantage. In Estonia, cryptographic protection of digital identities gave citizens control over their own data. Yet as soon as we move beyond these tasks – for example, attempting to build a mass electronic voting system on blockchain or to fully decentralize tax accounting – the economic efficiency of the technology falls below that of a simple centralized database. Paying 5 – 10 times more per transaction makes sense only when the gain in reliability genuinely outweighs the costs.
The second, and perhaps more unexpected, discovery is that the main barrier to blockchain adoption is not technical but institutional. The problem is not that the network operates slowly or consumes excessive energy (although these factors also matter). The problem lies in a fundamental clash of two logics. Blockchain is a horizontal network of equal participants where decisions are made by consensus. The state, by contrast, is a vertical hierarchy with a clearly defined center of power, laws, courts, and coercive capacity. Attempting to directly combine the two gives rise to systemic risks, which we have summarized in a five-dimensional typology. Legal risks: how to reconcile the right to be forgotten under the GDPR with blockchain’s inherent immutability? Political risks: what to do about the threat of crypto-enclavization - uncontrolled zones where transactions occur without the state’s knowledge? Strategic risks: is it acceptable to store government registries on foreign platforms such as Ethereum, which could be subjected to sanctions or undergo protocol changes without the country’s consent? These risks cannot be eliminated by software solutions alone – they require legal, political, and organizational countermeasures.
This explains why, in 22 out of 25 analyzed cases, states chose not public blockchains but consortium ones. In such networks, the state retains control over the nodes, the right to admit new participants, and crucially mechanisms for error correction. This is controlled decentralization – a model in which the technology adapts to the institution, rather than the reverse. States sacrifice full decentralization in favor of sovereignty and the ability to reverse an erroneous transaction by court order. This hybrid model is likely to dominate the public sector for the foreseeable future.
Does it follow from this that blockchain represents merely a transient technological solution that will ultimately be superseded by more effective instruments? A negative answer to this question does not, however, imply that the techno-optimists’ predicted revolution in public governance has taken place. Blockchain does not substitute for the state but rather modifies its functional role. An empirical transformation of public authority is observed: a shift from the direct execution of operational functions to the strategic regulation of algorithmic systems. In other words, the state loses its status as the operator of each individual transaction and acquires the functions of a guarantor, ensuring that algorithms adhere to principles of fairness, comply with legal norms, and protect the public interest. This configuration is known in the literature as the platform state model. Within this model, blockchain acts not as a challenge to sovereignty but as an instrument that allows routine administrative procedures to be delegated to algorithms, thereby freeing human resources to address tasks requiring expert analysis and value-oriented judgment.
Nevertheless, this transition requires one important condition that is often overlooked. The complete irreversibility of blockchain – its immutability is unacceptable in the public sector. If a person mistakenly sends cryptocurrency to the wrong address, that is their problem. But if a state erroneously alters a record in a property rights registry or a social benefit payment, that becomes a matter for the judicial system and justice. Therefore, legislation must provide for controlled exceptions to the principle of immutability – an emergency right of a court to suspend or annul a smart contract in the event of proven error or abuse. This can be technically implemented through multi-signature arrangements involving an independent arbitrator or an administrative cryptographic key. Such a mechanism does not negate the benefits of blockchain – it merely renders them compatible with the rule of law.
From a practical standpoint, our findings are useful for various government agencies. For ministries of digital development – criteria for choosing consortium blockchains and assessing economic efficiency. For data protection authorities – tools for reconciling blockchain with GDPR requirements. For courts – legal mechanisms for the administrative suspension of smart contracts. For security agencies – warnings about the risks of dependence on foreign platforms. For international organizations an empirical basis for well-grounded recommendations on digital transformation.
Thus, returning to the question posed regarding the role of blockchain in the system of public governance, it should be concluded that this technology is neither a universal remedy, nor a catalyst of systemic transformation, nor can it be qualified as an unsuccessful solution. Blockchain represents a powerful yet strictly circumscribed instrument in terms of its applicability. Its use becomes justified in contexts where absolute assurance of data immutability is required, and where the potential costs resulting from an error are critically high. Conversely, the application of blockchain proves either inefficient or counterproductive under conditions characterized by a high frequency of data updates, the necessity of mass citizen engagement, or the need for flexible error correction.
State entities that have recognized these limitations no longer strive for the total replacement of all governance processes with blockchain technologies. They systematically and methodically implement it in those domains that have demonstrated their effectiveness: maintaining cadasters, registries, and identification systems, thereby achieving measurable positive outcomes. The state is not reducible exclusively to software code and consensus procedures. Its essence also encompasses such fundamental categories as trust, justice, law, and, ultimately, the human dimension. Consequently, technological solutions must be subordinated to state institutions and serve their purposes, rather than determine them.
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